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Unhee rsity of Manitoba - Information Services & Technology

Information Security Incident Reporting Policy

Effective Date: March 01, 2012
Review Date: March 01, 2017

Approving Body: Mike Langedock, Chief Information Officor

Applles to:

Al Faculty, Staff and Students and Sponsored Lisers

1.0 Reason for Policy

Establishes the requirgment to report infor mation security incidents to approprate University officiali
Reporting of information security incidents is necesiary to ensure that proper and timely responde
proced wres can be initiated to control, ekminate, investigate and document events that could potentially
disrupt the operation of the university of compremse university records,

Reporting also enhances awareness of trends in Security incidents that indicate the need for adjustments
in the University's seoudity program,

Al affected wers of ths policy are expected Lo report information security (ncidents as so0on as possible.

2.0 Policy Statement

2.1 What i4 a reportable information security incident 7

An infermation decul ly Rcdent i any feal of suspicted biver e svent, regardless of accidental o
rrul lie by s, cawse, that could lead to a bresch of IT palicy, security, confidentiality or legislation. n
summary these can be described as:

the act of viclating an explicit or implied IT security policy,

actets of distloswre, either intended or wnintended, of Unhersity records to any unauthorined
individuals,

the unathoridéed dteration of University recands,

urmw anted disruption or denlal of serdce,

the unavthorised use of a system for the processing or sorage of data,

that koss of data for which the University is legally or contractually bound to protedt,
unexpected changes (o syem hardware, firmware, of soltware whout the owners
knovwledge, it ruction, oF ¢ ondent

Examples of such inchdents include, but are not limited to:

Skreet Adoress, Oy, ST TIP Coda

Tedephane
srnail

Date

>ar feciplend,

3y wnting this letter | plead gullty for not showing up at the office far teso consecutive days
without asking far leave befarehand. | am warking with [company name] for several years and

thils is the first time that amything of this kind ever happened. Through this apology beiter, |
want to explin the reason behind this inddent.

The reason for being absent was a sedden heart attack. | had na idea what was happening to
me whaen | got home. The ondy thing | could feel was sweating and shoriness of breath.

Aftersard, | got faint and when | waoke up | was in the emengency roam with a cluster of
doctars arownd me. On inguiry, | came to lnow about this mini heart attack and ks onigin.

i had to stay at the hozpital for 2 dags since | was seill in 10U, The dociors kept me under
abserdation for 22 hours ta see if it happens again. Moreover, mabile phones or any such

device |5 prohibited there due to which | was absolutely unable to contact you anyhow.

| am also attaching my MC alang with all the details and dates menticnec on it in order to
strengthen my above-namated statement.

Thank you for your uncerstanding!
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Patrol Ovficer Scott Aldridpe #4280
October 11, 2003
Page 3 of 3

| have accepied the recommendations of the Hearing Officer and | find there is just cause
o impose discipline.  As sech, | find vou “(rulity” of the remaining aforementioned
administrative charges and [ am ihilli:lu._', vou 4 one (1) day (ten (100 hour) suspenslon
without pay. In addition, you shall serve the one (1) day (ten (10) honr) suspension

that was held in abevance from previous discipline. Therefore, you shall twa (2)
days (twenty (20) hours) total

I TrE 3 o § " - = ! L5 ' [ |
he above |I'|'I|'".I"-.'.|.1 suspension shall con mence, and be effective the nexd I""."-”.L:'”F lay
b -

ner you are served with this noticee You shall surrender your [1__,:1|:1|_- pol e
wennncanon card, unioadsd departmentally issued Breanm and three (3) loaded
magazines + one (1) live round to vour 4 'r'-mr‘nﬁnd:r':;_z Citficer or his designee, at the end
of your shift, Upon completion of the suspension day(s), you shall retneve the
aforementioned property from your Commanding (Ofhcer andior his designee upon
reporting for duty. ' ;

future acts of this nature. Any prospective acts of same or similar conduct may lead 1o
progressive discipline. Pursuant to the terms and conditions of the collective hii-rgmlair'!:z
agreement between the City of Cleveland and the Cleveland Police Patrolmen’s
Association, a record of the disciplinary sentence will remain in vour personnel file for
period of two (2) yvears.

it i1s the Division's eamest desire thai that this letter will serve as a deterrent against

Respectfully,

. o i r : L c
.-""I.-:'I.Ir:;'f-.d'fe"r. r':.f .-"-.-:'r'l:::-; 'I:E".-i-"-'.'"'—.":.:-.- =
Michael McGrath
Chief of Police

How to write a hospital incident report.

John said that he felt a little dizzy when he lost his balance and that he simply A tripped over his pA ©s.A A p 3 3A 4TMaAs you can see, including a history, complete with small details and witness testimony to help you more clearly investigate and recall the incident. Even forms filled with blank spaces require a detailed description of the incident.
recommended practice is to preserve the files during the employment period.? 3 3 3 3Example of an Exposure Incident ReportWhen Exposed to Dangerous Chemicals or Papers Affected Individual NameSupervisor Namelncident description, including specific work location, sequence of events and event resultsName of the chemical/patented product a
contaminated sharps was involvedIf appropriate PPE was being used Cause(s) of the associated incidental risks raised and resolved 3 the event, the version of the affected individual of the events secured by individuals concerned 3 p the incident of them, including part of the exposed body, duration of the exposure and size of the Area. EXPOSURES
AND SYMPTOMS ACCOMMODATED The decision was made to call (or not call) Emergency services needed Name (s) Decoption of witnesses Photographs of the scene and danger 3 Pull the sample display Incentive of exposure of the sample A 3 of incidents via inhalation: 4— 4— A 3 3Josh Lee, a freight handler on the XYZ transport lines, was exposed
to smoke from the ground on December 2, 2017, at (estimated) 7:30 a.m. at 11:30 a.m. This part of the 3 report may be the most difficult part to write.In this article, we provide 3 reporting samples of completed incidents to help you improve your documentation skills.What does an incident 3 need to include? A 3 of incidents There is a formal recording
of the facts related to an accident at the workplace, at or near them. A full report 3 be attached since colleagues, Stevens and STEVENS and STEVENS, did not notice anything of the norm with the air quality, but they recognized p that at 11:00 a.m., their vein had been left running Near the open end of a container for thirty minutes, while Lee was
adjusting two incorrectly arranged pallets inside. Report and store the files according to the requirements of regulatory 2 records. A second possible cause is John's PPE condition, specifically his boots, which are widely used in certain places. When John fell, his colleagues rushed to his aid. Although it may take a few days to complete your sodot sodot
arap ohlabart ed lacol o adnerp ,etnedicni mu ed siopeD .ol-jAicini arap )sonem uo( saroh sanepa ol-jAvel eved ele rof stnemetats ssentiw dehcatta eht eeS AAA¢.tuo mih llacAAA¢ ot edur eb dluow ti tlef dna sksat nwo rieht htiw ysub erew tub ,llaf eht erofeb tib a gnilggurts saw eh deciton yeht taht dias srekrow-oc sih fo owT .elbissop erehw
stnemerusaem elbaifitnauq edulcnlenecs eht fo shpargotohp eerged-063 ro/dna oediVdevlovni srekrow rehtOstnemetats ssentiW)s(eman ssentiWyna fi ,deriuqger stnemtaerTyna fi ,seirujnltnedicni eht fo stluser dna stneve fo ecneuqges eht gnidulcni ,tnedicni eht fo noitpircsed evitarran Alaudividni detceffa fo emaNtnedicni fo emiTtnedicni fo
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information. Includes places to record event details, scene images and witness statements. Marking and removal of damaged equipment from the service to safely dismantle the corrupted structures, your incident reporting process is not truly complete © until it solves© the danger. To keep things simple, include descriptive and risk assessments in
your incident reports. With SafeSite, you can create hazards from within an incident report by tapping by adding root risk. Your importance means that you want to get as much relevant information as possible as fast as possible. For example, the ladder capacity© is 250 pounds and the maximum was 300 pounds. Finally, where more than one
person® is injured in an incident, create a single report for each affected employee. JoAfo was taken to a nearby hospital and a fracture to his wrist was confirmed. There were no other witnesses to report the circumstances of the accident. Simone was wearing gloves when she dropped the gun. Incident reports samples provided show that by
becoming true to the facts, you encourage the participation of employees in their investigations. Digital reporting automates part of the process, saving time and reducing human error. On the way, he complained of blurred vision briefly, but said he had cleared to enter the emergency room. If the incident resulted in a serious injury, you must
complete the Form of OSHA 301 within seven days. On the King Street website, Michael Williams was hit by an air gun that had been discarded by Carl Simone near the top of a ladder and gained force as he fell. Williams, who was nailing the drywall at the bottom of the stairs and at the bottom of the stairs and wearing protective headphones, eye
protection and a short-sleeved shirt, was struck in the causing a contus and opens. It is important to include the information pn above in general and concise a more possible way. The holes in your 3 could for missed infestations and opportunities to create a safer workplace.An example of incident 3 reporting describing a serious law in the Safesite
applicationTo write an incident 3, use a narrative format. Irresponsive 3 can lead your team to even greater danger, while detailed and clear 3 can lead to better working p and better training. 3 incident reporting examplesBelow are some sample incident reporting formats for > common types of work accidents. These factors create a stronger incident
3, AIA ©m mMoreover, if you do not hurry the report 3 to A A The incident reporting form A 3 your company should make it easier to record the details of an accident at work. Its main objective is to improve safety in the workplace, without pointing fingers at who is responsible. It was in discharge bay B, helping to offload some freight from multiple
counterparts with the help of two forklift operators: Kit Stevens and Donald Summers, none of whom complained of symptoms. During the download, Lee suddenly experienced dizziness and nausea. In addition, you may not need to send your 2 to the organization that provides supervision, the Federal US or the OSHA State, for example, within a
certain period of time. Review the federal 3 reporting and maintenance requirements for OSHA incident logs or visit the OSHA website for details. Remember that you must also report a fatality, hospitalization or amputation directly to OSHA.Security Management Tip: Safesite Premium users take advantage of the optimized recording of OSHA
incidents with the Safesite registration integration feature OSHA300s. Incident 3 errors avoidedReports of incidents are more than a mandatory form to be completed: A they A A vital part of their practices of maintaining records, both for compliance and for security in general. The record of an incident report remains of vital, vital, not expressly
required by regulatory bodies.An example of a mobile incident report describing a minor injury using SafesiteHere is an incident report sample description for incidents resulting in the need for first aid.A A(QAAAOn May 12, 2019, at around 9:34 AM. There are no outstanding hazards related to this incident and all workers will be reminded about glove

selection and tool handling at the next safety meeting.¢AAAWhile you should always document injuries requiring first aid internally, you typically don¢AAAt need to add them to your Form 300A or other regulatory reporting. Suspecting a fracture, the supervisor on the floor (Kathy Pickens) decided to call 911. Simone said that he simply lost his grip,

but Williams said he felt that the tool may have been ¢AAAswung¢AAA before dropping. However, incident reports aren¢AAAt created for the purpose of finding out who¢AAAs to blame. In fact, doing so can needlessly elevate your incident rate.An Incident Report Template to Improve Your SystemYour incident reporting system should allow your
employees to easily document all of the information listed in the incident report samples above. Williams returned to work within a half hour.A ASimone had shouted a warning after he dropped the gun, but Williams said he did not hear it. While it¢AAAs fine to duplicate general details between reports of this nature, you¢AAAIl need to include details
specific to that person, such as the event from their point of view or medical records.When Does an Incident Report Need to Be Completed?Create an incident report as soon as your employees are safe, which includes seeking medical attention and implementing an immediate corrective action to prevent further danger or damage.By recording details
immediately, you improve the accuracy of your report and the effects of your corrective actions. If your incident forms are easy to fill out in the field, you¢AAAre more likely to capture accurate, timely A € Safesite, you can fill out a six-step incident report: Tap Registering Incidental Incident Type (injury, impending missing, property damage, theft or
equipment failure) and the location and HORAINSIRA the description of the incident and a photo of the incidental the person involved and the witnesses of his teamConclude the analysis of the main causeRegistre its incidentd AuM the formulary of safesite incident can be filled in the place via iOS or Android application. A ™ here a paper template
that can be edited and used in the meantime: a reporting model of incidents & € can be downloaded or saved as PDF. In other words, simply tell the story. Then you a € ™ a € ™ can be able to alert your team about real-time risk and assign it to someone for resolution. It also allows you to increase the associated risks and identify a basic cause. A
incident reporting can also be completed using paper, but many companies now look for secure software not only documenting and storing incidents, but Also to identify problem areas and reveal security gaps. Is not it ready to enter into mobile action? A € use as guides to describe events effectively.Exemplary injury incident repurchase and lost time
an injury that requires medical treatment, lost time / altered responsibilities happen at your workplace, A ™ Important document it as fast as possible, while the details are still fresh in the memory. Here are some of the vital elements to be included in their description of the incident: type of incident (injury , Imminent foulness, property damage or
theft) Local (address) Date / time of the incident supervisory supervisory supervisory, including the specific location of the work, the events sequence and the results of the events The appropriate EPI Being used Cause (s) of the incidentials associated with assisted and solved after the eventa person affected "actions taken by the persons concerned
after the injuriation of the injuries, the decision of call was taken ( or not) emergency emergency Name (s) Name (s) Statements of scene witnessesPhotogros - Although the above details seem excessive, mentioning them in the report of incident paints a more accurate image. Check out our guide for a more fast and resolution risk recognition. Go
forward and relatives for incident relatives, be objective on the details. Here is a report of incidents description of the sample of a slip or fall, resulting in a fracture, written in narrative form: A ¢ — "On the afternoon of Friday, February 3, 2019 S 2 pm. In ABC Shipping Co. Located on 13th Avenue, Applewood, one of the workers of the warehouse
(John Keegan) slipped and fell while carried heavy inventory (85 lbs). Improve your incident reporting process using a digital registration tool, such as safesite, which integrates alerts and dangers in a local single. He informed his supervisor (Donna Martin) that he thought he was sick. Martin noticed that his symptoms were consistent with exhibition
Of CO, so she approached the area and felt the air quality seemed. Click on the image to view the model.raising and resolve hazard incidents and almost lose risks that can cause immediate damage. or future to your employees, if not settled. Keep the report to Hand for the duration of the employee's mandate with the company, at the minimum.
Relative of First Aid Incidents Samplesome Workplace Accessories result in an injury requiring location or at first aid location. There are no air quality data from that time. Be sure to attach medical reports and lost by work, if any, to your initial report. But sometimes, safety teams can get their own way and lose the important details, making the
common mistakes. Casting-casting and just making it two common errors of incident relatives that .recetnoca .recetnoca .mecetnoca setnedica odnauq ra§Aac axurb amu me ri licjAf A .rative eved
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